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Why did emall encryption never take off?

- Why emall data needs to be protected?

- Email encryption was not always secure!

- What is the solution then?

- End-to-end encryption!

- “True” End-to-end encryption Is
complicated

— It should be made easy-to-use
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EMAIL ENCRYPTION SHOULD BE MADE EASY

WEB BASED « Easy & secure access on all devices
« Key generation, export, modify and delete their key pair
PRIVATE KEY - Generate revocation certificates or perform direct revocation
* Import their existing key via file or in-line text
MANAGEMENT « Manage multiple keypairs

PUBLIC KEY SERVER « Seamless integration of key servers in our interface.
» Users can publish, search, import, update their public keys
INTEGRATION » Update public key validation status

Integrated key-store unique to every account

For key-generation / import & advance key management
Supports multiple personal keypair management
Completely independent from any third-party plugin/app

INTEGRATED ACCOUNT

KEYSTORE
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EMAIL ENCRYPTION SHOULD BE SECURE

Based on OpenPGP standard RFC-4880
USE OF STANDARDS » Supports both inline and PGP/MIME formats
Completely inter-operable with any other OpenPGP compliant solution

 All crypto operations happen on the client side (browser)

TRUE END-TO-END - Key-generation 4096bit RSA gets generated on the browser, THEN encrypted
with the user’s passphrase and THEN stored on the server

ENCRYPTION « Server holds a ZERO KNOWLEDGE framework for user keypairs

SUPPORT DIGITAL . Sign’ S|gn + encrypt
« Easy to understand signature validation results

SIGNATURES
USER-FRIENDLY « Crystal interface, which is easy-to-use
» Operation flow is as simplified as any other email
INERFACE
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EMAIL ENCRYPTION: EMAIL AND MUCH MORE!

Managing emails

» Calendars: « Groups:
Shared calendar, meetings, polls. Manage groups to share data.
 Documents: » Contacts:
Create, edit, share documents. Create, manage and share contacts.
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A UNIQUE ENCRYPTED AND PRIVATE EMAIL

VZA Mailfence

mailfence@mailfence.com
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@ Trash

& Drafts

& Spam?
Search results

v Tags
Add...

Storage &

 Digital Signatures:
Send & receive

digitally signed emails

(inline & PGP/MIME).

,',"7 New ~
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& Refresh

mailfence

Your inbox is empty

Compose 3 new mail Import

» User friendly without
plugins or applets
All is done through the
browser

Secure and private email

« E2EE:
Send & receive encrypted
emails (OpenPGP based).
The private key is encrypted
with passphrase (AES-256)
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WITH INTEGRATED KEY-SERVER

VZA Mailfence =02 El

v 4% Account « Back Add personal key . Add public key
@ General
@ Personal data
@ Password
@ Quotas
@ Subscriptions
@ Credit (5MS, Fax)
v [¥] Messages
@ General
@ Away message
@ Signatures
@ Filters

@ Bxternal addresses

v [(] Documents You have no keys yet
@ Virtual drive Add personal key

v [ calendars
@ General
@ Other calendars
@ SMs

v [z} Contacts
@ General
@ Lists

2 Groups Accessing your key-store

* Key Management: _ « Key-server integration
Generate, Import/Export, Modify, Queries, Publication, Revocation.
Revoke, Delete... your key-pair.
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EMAIL ENCRYPTION: USER SHOULD BE FREE

CONTROL OVER YOUR
KEYS

Users get full control over their OpenPGP keys
No restrictions/or hidden blockages

FULL REVERSIBILITY

Users can export their encrypted keypair and other public keys
Users can export their encrypted messages data

NO DIGITAL ISLAND

Users can send plain text to any other email address
Users can send encrypted emails other email addresses (OpenPGP
interoperability)

Supports encryption/decryption and signing/signature validation of attachments
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WITH AN ENTERPRISE OFFERING

standard mobility group
Messages 25 GB 25 GB 25 GB
Bienvenue sur @avocat.be Documents 1GB 1GB 30 GB
C:E:‘:'L[;" Limité v s
Groupes 5
Home Blog FAQ Contact g:c;“:b s e
La messagerie de 'Ordre des Barreaux support
Francophones et Germanophone de Belgique Tk, B el ‘ ) / /
e S°L“Ji3£‘iiE;Tiﬁiﬂﬁiii“ﬁzie{aijiff: lfféif&,”&;’i?:éfﬁé’,"ﬁ?f e ueek Voir détals . ~)5.00 €/mois ) 25.00 €/mois
* Personalised version: ARt aT e e
Customised solution to fit specific needs. Wil ARl EiEter. Gl dErslRee
Look_8_¢ feel adgptgtlon operations, ...
Specific subscriptions
s APL - Dedicated hosting:
Provisioning, group management, Both private or public cloud offering

tool integration

* Secure authentication:
Ldap integration, 2FA, SSO, SAML
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fg Active Directory SAML?@ S pe n LDAP”
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